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About us

Dmitriy* D 1 gvdokimov
- Security researcher at'Scan
- Editor of Russian hacking magazine
- DEFCONRussia (DCG #7812) organizer

Andrey Chasovskikh

- Software developer
- Windows Phone addict
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Agenda

Windows Phone Intro
Security model
All about applications
Not all applications are secure
Tools overview
Deep dive: finding vulnerabilities
Conclusion
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WINDOWS PHONE INTRO



History of Windows Phone

- The successor to the Windows Mobil&

- 15 Mar 2010- Windows Phone 7 series
announced

- 21 Oct 2016- Windows Phone 7 released
- 290ct2012—Windows Phone &leased

WP7 WP7.5 Mango WP8
WP7NoDo WP7.5 Tango

21 Oct 2011 27 Sep 2011 29 Oct 2012

bli‘il(?:kf at

EEEEEEEEEEE



Market share

Windows
Bada 3,0%_ Phone 2,4%

Blackberry
5,3% .«

Source: Gartner, November 2012

bIQck hat 5
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Windows Phone Store

- 125 000+ applications

- Casual apps, social networks;
etc.
bla(gkﬁ?“

ABU OHAEI 2012



— oW — “°  Inpartnership with:
—A;M.A‘u AN 4( :)

.ﬁ.n.:lpf&.@n _,\ P —
] . & KH
! N‘Qf"\ RPN~ AneAn W[ (CETLIETTE S = L

o ff T OOWE
blackhat | ) = A=
‘ ’ DECEMBEI:I 5 5, 201=2

ABU DHABI ED"'E - EMIRATES PALALCE | LJTITED:?\QAE EMIl:lATES E % |E
! ‘gf? HfEAE T T we 4D = et
. - - .

i ll“i“‘ b nf;i.i'

" —a -

SECURITY MODEL



Chamber concept, WP7

Trusted Computing Base (TC

Kernel, kernemode drivers

Fixed

Elevated Rights Chamber (ERess _
amber Elevated Rights
Services, usemode drivers Types -
. Standard Rights
Standard Rights Chamber (S

Preinstalled applications \—)
Least Privileged Chamber (LF _Dynamic
Applications from WP store (LPC)

leck hat
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Chamber concept, WP8

- Trusted Computing Base (TCB)

Kernel, kernemode drivers

- Least Privileged Chamber (LPC)

All other softwareservices, prenstalled apps,
application from WP store

)

Dynamic
Permissions
(LPC)

blg)ck hat
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Capabillities
WMAppManifest.xml

Windows Phone 7 Windows Phone 8 Undocumented
- Camera - All WP7 capabilities - Native code
- Contacts -NFC - SMS API
- Location services - SD card access - Access to user
- Owner/phone identity - Wallet properties

- Network services - Speech recognition - SIM API
Etc. - Front camera Etc.
Etc.

blg)ck hat
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Sandboxing concept

- No app communication in WP7
- Limited appto-app in WPS8
- Filesystem structure Is Isolated chamber Isolated chamber

- Isolated storages
Isolated storage Isolated storage

for Appl for App2

£y
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App-to-App,WP3

File associations

LaunchFileAsyiGc
Reservedxap, msi, bat,cmd, py, jaretc

URI associations
LaunchUriAsyng
Reserved: httptel, wallet, LDAP, rlogin, telnetc
Proximitycommunication using NFC

ABU OHABI 2012
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|solated Storage

Physical File Storage

Isolated Storage

Isolated Settings Storage

Isolated File Storage

Files

>
Directory Database

blé()ck hat
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Signing

- Store applicationaresigned in WP/
- All binaries get signed since WPS8

- Application file get signed
- Kindof checksuniile is put into applications

- ApplicationsXAP files have undocumented
format (since Aug 2012)

() "
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ALL ABOUT APPLICATIONS



NET and CLR, WP7

Applications ]

NET Compact Framewo(RCL + Silverlight fIavor)]

L L

WP7 OS, WInCE based ]

blg)ck hat
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Framework

blg)ck hat



NET and CLR, WPS8

Applications

.NET FrameworkCoreCLR) ]

L L

WP8 OS, Win8 based

blg)ck hat
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Framework

WINDOWS PHONE API

Direct3D, XAudio2,
MF, WASAPI,
Win32 & COM

MANAGED & NATIVE

ABU OHABI 2012
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Application file structure

B Appl ICatlon assem bIIeS éaIaSoft.MwmLight.Extras.\".’P71.dll
% GalaSoft.MvwmLight.WP71.dlI
= ReSOU rCeS %, Microsoft.Phone.Controls.dll
. “s Monstersinc.Common.dll
= AppManlfeStxaml % Monstersinc.dll

% Monstersinc.Service.dll

- WMAppMan Ifest.xml %) System. Threading.Tasks.WP71.dll

% System.Windows.Interactivity.dll
- WMInteropManifest.xml* Sl e

B Applicationlcon.png

B Background.png

« AppManifest.xaml

* —optional for WP7, absent in WP8 SRERZIEIES

5
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Submission and certification

App Creation App Submissio Validation

Source
code Adding

7 Metadata

Publication in Sianin Certification
Marketplace gnhing Testing

blg)ck hat

ABU OHAEI 2012

22



Applications on a device

WPYT: -

wapplicationshnstall\OFB4A4F3-TOAF-4286-811C- A

] = Ilr-:.":l-h'_' 1.84 KL; N
\Appl ICa.tlonS .Apph-"lanifestxarnl
¥AML File TOOB

\Instalh<ProductID>\Instalh goeckorount pn

B PHGFile 344 KB

- Content from XAP GSensorSwitch.dll

DLLFile 1800 KB

- WMAppPRHeader.xml (package signature) Bz e

Microsoft.Phone InteropServices.dll

\Data <ProductID>\Data IsolatedStorage =

e WhAppManifestaml
Rl MLFle 166 KB

Same idea in WP8, I.e. install path:
C\Data Programs<Product!D\ Instalk © 06

P WPInteropManifestxml
el MLFile BaE

le:k ¥
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NOT ALL APPLICATIONS ARE SECURE



Security assessment

Server

Data channel

e Device/Emulator

blacichat
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Mobile applications security
assessment

Prepare environment

- Get app (unpack/decrypt)
- Configuration device/emulator

Static analysis

- Properties of program compilation
- Metadata analysis
- Code analysis
Dynamic analysis
- How application works with file system/network
- Runtime code analysis
bl.-(;np:k hat
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OWASP Top 10 Mobile Risks

Insecure Data Storage

Weak Server Side Controls

Insufficient Transport Layer Protection
Client Side Injection

Poor Authorization and Authentication
Improper Session Handling

Security Decisions Via Untrusted Inputs
Side Channel Data Leakage

Broken Cryptography

O Sensitive Information Disclosure

H©P°NF”S“:'>9°N!‘

£y
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WP vs. Android vs. 10S
vulnerabilities

WP7(G#/VB) I0S
WPS8(CG#/VB/C/C++) (ObjectiveC)

Platform independent

» vulnerabilities
Platform specifi

vulnerabilities _
Android

QEVE)
Note: Main programming languages in brackets O

black =" o8
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TOOLS OVERVIEW



Arsenal

Device
- Full unlock
Emulator
Windows Phone Deviddanager

Network proxy: Burp SuiteCharlesetc.
.NET tools:Net Reflector,ILSpyetc.
IDA Pro

RAIN BoyanBalkanski
Windows Phone App Analyzer, DaRkidok

XAPSp\Behrangrouladi
- XapSpyAnalysi®avid Rook
b'f(.:.lgkrf at
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Main issue

Static analysis Issufficient

Lack ofdynamic analysis toals
A IDE allows debugging with source caugy
A Noprogrammable debuggingterface
A Managedcode

Solution: static byte code instrumentation.

5
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ABU OHABI 2012



Tangerine
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Automates routine with XAP files

- Unpacking

- Removing application signature
- Resigning assemblies

- Packing

- Deploying

()
blackf 33
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Static analysis

- Application info

- Application capabilities

- Code analysis

- APl usage analysis

- ViewlL code

Static analysis

My VK

Dynamic analysis

+- AudioPlayer.dll

- Code structure analysi e

+- VK.Client.dll
=} WP7.Common.dll

=) Extensions

Void Sort(Collection’ 1, Func'2)
Void ForEach(lEnumerable’ 1, Acti
Boolean Navigate(PhoneApplicatic
(NavigateToPageMessz
Boolean Navigate(NavigationServ
String ConstructQueryString(Nam
Byte[] ConstructQuery(NameValue
Int32 CopyStream(Stream, Stream
String <GetUri>b__0(KeyValuePai
KeyValuePair 2 <ConstructQuery:

WPApplicationService'2

bl.—@;k hat
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Product ID: {34e84a59-cf60-4c87H
Title: My VK

Version: 1.0.0.0

Author: iandreev

Capabilties:

ID_CAP_CONTACTS: Applications
ID_CAP_IDENTITY_DEVICE: App!
manufacturer name, or model name
ID_CAP_LOCATION: Applications
ID_CAP_MEDIALIB: Applications t
ID_CAP_NETWORKING: Applicati
ID_CAP_PHONEDIALER: Applicat
IlD_C/-\P_PLJSH_NOTIFICATION:

34



Dynamic analysis

- Log application stack trace
- Method nhames
- Method parameters
- Return values

Global hooks Method hooks
V| Log method names Cancellation Tok

- Run custo n'cod e [

Overide global hooks

= On methOd enter 7] Log method names

V| Log parameter values

- Replace method |
- On method exit

- Change parameters values

£y .
black/ =" 35
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Cancellation TokenSource VK.AP|.Services.VKService.Login(String userName, String
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How It works

(1) Changing CIL code
(2) Emulator console (writing/reading)

Target Add Instrumented RESe[R:10) Emulator
application hooks(1) application deploy

Instrumented
| e e e e o e e o e e o e e e e e e e e e e - application

Log data (2)

Repeat
Tangerine log ozlt%%lﬁg) Emulator console

() ”
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CIL Instrumentation

IL_8888: nop

IL_8881: 1ldarg.1

IL_8882: 1ldarg.2

IL_8883: add

IL_86884: stloc.8

IL_8885: br.s IL_8e887
IL_8887: 1dloc.@

IL_8888: ret

IL_6088:

IL_8861:

IL_0002:

IL_8083:

IL_8804:

IL_0005:

IL_B886: void [mscorlib]System.Console::Writeline{int32
IL_886b:

IL_B06c: ]

IL_888d: stloc.

IL_888e: br.s IL_6610
IL_8818: 1ldloc.

IL_8811:  ret

ABU OHABI 2012 39



Limitations

- Emulator only

- Doesnot help to overcome obfuscated code
- Doesnot work with systemassemblies

- Applications from store need toe decrypted
- Windows Phone 7 only

() .
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Cloud Compilation, WP8

Download

Device

Native Native Image
DLL Generator
[/
black > a1
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MDIL in work

(int a) {return atj}

RO = this
Rl=a
RO + 0x10 = |, whejyes a field from base class

LDR RO, [RO + Bxi0] LDR RO, [RO + “fieldToken(>"]
ADD RO, RO. R1i ADD RO, RO, Ri
BX LR BX LR

()
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ETHOD_BAABBBAAAS -

(515151515 T
f001a: G4
DIL_HABAA:
DIL_HB8a2:
DIL_B804:
DIL_HAAAL:
DIL_Baa7:
DIL_B608 :
DIL_BABAAC:
DIL_HAAF:
DIL_BAA12:
DIL_BAA15:

bh
28
B4
a1
B2
B8
B?
7E
4E
a2
4E
BB

ethod Size:

A1
4e
BB
A1

(515)
a3
(515
a4

a1
a4

(515
(515
28
(515

MDILDump

h2 h8 B8 h? % 88 BA 81 4e B3 B8 B2

#H8 bb
PUSH_REGS EBX .ESI .EBP,.H12.R13,R15.
LIT_MACHINE_INST_1 A1
EBP_FRAME
FRAME_SIZE (515
END_PROLOG

A1 LOAD_STRING EfAX,. 8088081
CALL_REF HABRABA3
LIT_MACHINE_INST_2 A8 28
CALL_REF HnBBBnA4
EPILOG_RET

23 (Bx17> bytes, Routine: 22 (Bx16> bytes. Exceptions: @

http:// github.com/WalkingCat/mdildump/

() .
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Future work

- Support Windows Phone 8 applications
- MDILinstrumentation
- Windows Phone RT
- Add new features
- Code graphical representation
- Data flow analysis
- Fix bugs ;)
)
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Conclusion

- Greater attack surface in WP8
- Appto-App
- Applications that use native code
- New technologies

- Logical bugs never die
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Thanks

- Evgeny Bechkalo
- DSecR@&am
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Q&A

Dmitry Evdokimov
d.evdokimov@erpscan.com
@evdokimovds

Andrey Chasovskikh
http://andreycha.info
@andreycha

Tangerinehttp://github.com/andreycha/tangerine




